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1. HAHANO PABOThI

1.1. OnucaHue

Mporpamma gnst KOHTponnepa 6ecnpoBogHbIX NTIOKaNbHbBIX BIYUCIIMTENBHLIX ceTen Wi-Fi
«Atnac» ot komnaHum QTECH paspaboTaHa onsi UICNoNb30BaHUA B CETSX NPEeAnpUATAA Manoro
n cpegHero GusHeca, a Takke B KPYMnHbIX KOPNopaTUBHbIX cucTemax. Mcnonb3oBaHne cucTembl
«ATnac» nos3BonsieT ONTMMU3MPOBATb 3aTpaTbhl Ha nogaepxaHue |IT-uHPaACTPYKTYpbI
npeanpuaTng, MUHUMU3NPOBATbL BPEMS peakumm Ha HelwTaTHble CUTyauuM W YCKOpUTb
yCTaHOBKY HOBOro o6opyaoBaHusi.

1.2. Hayano paboThbl

,D,J'IFI BXo4a B CUCTEMY H606XOD,I/1M8 ncnonb3oBaTb Nogaep>XmBaemble 6pay3epbl:

Mozilla Firefox, Google Chrome, Apple Safari, Angekc.Bpaysep, Microsoft Edge
Browser

B apgpecHon cTpoke HeobxoaMmo BBeCTW agpec cuctembl «ATnacy», B dopme
aBTopu3aumm BBeCTU NOrMH «SuperAdmin» n naponb «Admin123» 3agaHHble N0 YMOYaHMIO.
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BoiauTe, 4To6bI NPOAOIKUTD
JNornu
IMA nonb3oBaTens
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Maponb

Ow [lapornb

I'Iepekmoqume A3blKa MHTepcbePlca N LUBETOBOM TeMbl CUCTEMBI ocyulecTBnaeTcA
COOTBETCTBYHOLLNMN MKOHKaMU.

Bo3amoxHoOCTb nepexona K HaCTpOVIKaM I'IpOd)VIJ'IFl OOCTynHa B BerHeIZ 4YacCTun SKpaHa:

CTpYKTYpHO OKHO pasfeneHo Ha MEHI0 1 0TOBpaxaloLLytocs B COOTBETCTBYIOLLEM pasaene
WMHpopMaLMIO.

3. MeHio «HacTporkuy» BkrovaeTca criegyowmne pasgens:
e [lonb3oBaTenu — npegocTaBnNaeT BO3MOXHOCTb 406aBUTbL NOMb30BaTENS B CUCTEMY;
o Ponun nonb3oBaTenen — npegoctaBnisieT BO3MOXHOCTb 406aBUTb ponn B CUCTEMY

° ,D,OCTyI'I — npeaocTtaBndeT BOSMOXHOCTb HACTPOUTb NMpaBuia A0CTyna B CUCTEMY,
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e  MOHUTOPUHI — HaCTPOWKN NpaBuia MOHUTOPUHra B CUCTEME;

e AKTMBaAUMS (NMUEH3MM) — MPUMEHEHWE Kr4a-akTMBauuu, Ans UCMoNb30BaHWs
pacLUMPEHHOro pyHKLMOHana cUCTeMbI ynpaBneHus:;

o XypHan nonb3oBaTenen — oToopaxxeHne BHYTPEHHUX COObITUMA.
4. MeHio «CeTb» NO3BOMSET OCYLLECTBUTD:

e CospgaHue opeBOBUOHON CTPYKTYPbl OTOOpakeHnsa yCTpOMUCTB B (hOpMe KaTarnora;
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e [Ins poGaBneHus, yoaneHus n nepeMMeHoBaHuns pasaenoB TpebyeTcs ucnonb3oBaTtb
COOTBETCTBYHOLLME UKOHKM;

e [loGaBneHve yCTPONCTB B CUCTEMY U MOHUTOPUHT LOCTYMHOCTMY;

+ Q
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IP-appec HoctynHocTb OnucaHue

10.10.2245  (IcMP | TELNET | sNmP)

192.168.0.134 (ICMP | TELNET | SNMP)

192.168.1.171 (icMP | TELNET | snmP)

10.10.70.3 (lcmp [ TELNET | SNMP)

O 0000

192.168.1.252  ICMP | TELNET | SNMP)

e MOHUTOPWHI 4OCTYNHOCTM BO3MOXeH no npotokonam ICMP/SNMP/SSH;
o [IpocmoTp nHcpopmaumm o6 ycTporcTee 1 padoTta ¢ HUM:
MHBeHTapu3aunoHHas nHpopmauus;

MHauBnayanbHble HACTPOMKKU OOCTYNa;

ABTOPU30BaHHbLIN TepMUHanbHbIN goctyn K CLI;

Pa6oTa ¢ koHurypaumamu;

O6HosneHue MO;

MOHUTOPUHI MHTEepPEenCoB;

XKypHanbl yBegomneHun n cobbituin;

o O O O O O O O

NHTepderichl;
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o Wctopuna pgencreun.

5. MeHio «[lpowmnBka» NO3BOMSET BbIMOMHUTD:

e 3arpysutb, yganuTb nporpammHoe obecnedeHne (MO) pgna obHoBNeHus
OyHKLMOHaNa yCTPOMCTB;

o Banupgauna akryansHoun Bepcun MO 13 cnucka NnpoLIMBOK pa3HON BEPCMOHHOCTMU;

e CocTaBneHue cnucka Aob6aBreHHbIX YCTPONCTB B CUCTEMY YCTPOWCTB N CpaBHEHME
Tekylliero n aktyanoHoro N0 ans ycrponcTea.

MeHio «YBeaoMMneHNs» BbINOMHAET:

e C6op 1 xpaHeHne cobbITMIA, MOMYYEHHbIX CO BCEX YCTPOMCTB No npoTokony SNMP;
o  OdunbTpaumsa cobbiTUI MO TEKYLLETO OHIO;

o OunbTpauma SNMP yeegjomneHun no pgate, no IP-agpecy ycTponcTtea, no
onpegeneHHomy 3Ha4veHuto OID.

MeHto «CoObITUSA» No3BONAET NOJSIb30BaTENMIO:

MonyunTb 1 COXpaHWUTbL BCe OTNpaBrieHHble yCTponcTBammn Syslog-cobbiTus;
Mpadhmyeckm NpoMHOPMNPOBATL O COBLITUAX PA3HOro YPOBHSA KPUTUYHOCTY;
dunbTpoBaThb BCE NOMNYyYEHHbIE SYSl0g-COOLITUA TONBKO TEKYLLUMIN OEHb;

BbiBeCTM cOBbITMA 3a4aHHOIO YPOBHS KPUTUHHOCTU NN BaXKHOCTMW;

MoAroToBUTL CNUCOK COOLITUI ONPEAENIEHHOIO YCTPOMCTBA ANA KOMIMIEKCHOro aHanmaa.

Ona  dwunbTpauum coobuieHnin no  onpegenéHHoiM  napameTpam  TpebyeTca
MCNONb30BaTb COOTBETCTBYHOLLEE MEHIO.
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2. ObLLAA UHOOPMALIUA

2.1. FapaHTnA u cepsUc

Mpouenypa n HeobGxoaumble AENCTBUS MO BOMpOcam rapaHTMM onmcaHbl Ha cante QTECH B
pasgene «[ogaepxka» —> «[ apaHTUMHOE 0BCNYKXMBAHMEY.

O3HakoMnTbCA € MHOpMaunen No Bonpocam TECTUPOBaHUS 060OpyaOBaHMS MOXHO Ha canTe
QTECH B pa3sgene «[logaepxka» —> «B3aTb 060pyaoBaHWe Ha TECT».

Bkl MOXeTe Hanucatb HanpAamyr B CJ'Iy)K6y cepsuca no SJ'IeKTpOHHOVI noyrte sc@gtech.ru.

2.2. TexHn4yeckas nogagepxka

Ecnn Bam Heobxoaumo copenctene B BOMpoOcax, KacalwMxca Hawero obopyaoBaHusi, TO
MOXeTe BOCMOJIb30BaTbCA pa3gerioMm TeXHMYEecKon nogaepxku nonb3opatenen QTECH Ha
HaweM cante www.qtech.ru/support/.

TenedoH TexHudeckon nogaepxkn +7 (495) 269-08-81
LleHTpanbHbii odomc +7 (495) 477-81-18

Hata ny6nukaumm 27.08.2025
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